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Employee Responsibility

Paper records
Electronic records
Federal and state laws

LEGAL OBLIGATION TO PROTECT CONFIDENTIAL STUDENT INFORMATION

Presenter
Presentation Notes
As an employee of the Davis School District you may sometimes access individual student records while performing your official duties.  You are legally and ethically obliged to protect confidential student information and access records only as necessary for your assignment and shall:Maintain student paper records in a secure and appropriate place;Follow procedures for maintaining confidentiality of electronic records;Become familiar with federal and state laws regarding the confidentiality of student information.



Employee Best Practices
Protect visibility
Lock or shut down workstations
Store paper documents in secure location
Stamp or otherwise mark confidential
Protect user names and passwords

Presenter
Presentation Notes
By following the best practices outlined, educational communities can ensure students’ personally identifiable information is guarded, thereby protecting their right to privacyProtect visibility of reports and computer monitors when displaying and working with confidential information.Lock or shut down workstations when left unattended for any amount of time.Store paper documents in a secure location.  Physical data (including hard copies of reports, storage media, notes, backups) should be protected from unauthorized persons, or locked away when not in use.Stamp or otherwise mark confidential reports or media containing confidential information prior to their release.  The envelope containing the information should also indicate that the contents are confidential.  Protect user names and passwords.  If using an online education program which establishes individual log-in information for students such as usernames and passwords, keep them in a private, secure location and teach students to keep their personal log-in information private.



FERPA and ITS PROTECTIONS

Affords parent right 
to:
•Access
•Amend
•Consent

THE FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT

Presenter
Presentation Notes
The Family Educational Rights and Privacy Act (FERPA) is a federal law designed to protect the privacy of a student’s education records.  FERPA gives parents certain rights with respect to their children’s education records.  It affords parents the right to:Inspect and review all of their student’s education records maintained by the school;Request that a school correct records; andProvide consent before the school discloses personally identifiable information (PPI) from a student’s records.



ac
ce

ss • presume both parents have authority
• honor request within reasonable time
• limited to their child’s record

Presenter
Presentation Notes
You may presume that either parent has authority to inspect and review the education records of their child or consent to disclosure. Evidence denying a parent’s FERPA rights must be furnished to the school in the form of a court order that specifically restricts a parent’s access to their child’s education records. If you are not familiar with the person, you may request identification to establish that they are in fact the child’s parent with rights under FERPA. Honor any request within a reasonable time but in no case longer than 45 days. The right of parents to access information is limited to their own child or children. If the education record includes information about other students, that information must be removed prior to disclosure so that parents do not have access to any other child’s records. 



am
en

d • amend inaccurate or misleading 
information

• school may amend or deny
• parent may appeal

Presenter
Presentation Notes
Parents may challenge and request the school to amend any portion of their student’s education record that is inaccurate, misleading or in violation of the privacy rights of the student.The school shall consider the request and decide whether to amend the records.  If the school decides not to amend the record as requested, it shall inform the parent of its decision and of their right to appeal. If as a result of the hearing, the District decides that the challenged information is not inaccurate or misleading, the District shall inform the parent of their right to place a statement in the record, commenting on the challenged information in the records, or stating why they disagree with the decision.  Any such document must remain with the contested part of the record for as long as the record is maintained, and shall be disclosed whenever the portion of the record to which the statement relates is disclosed.



co
ns

en
t

• signed & dated
• specify records 
• state purpose 
• identify parties

Presenter
Presentation Notes
A parent must provide written consent before a school or school district discloses personally identifiable information from the student’s education records to someone other than the parent.   FERPA requires that a consent be signed and dated by the parent and:Specifies the records that may be disclosed;States the purpose of the disclosure; andIdentifies the parties to whom the disclosure may be made.



Must be identified
 Parents notified annually
Honor request to not release

May be released for appropriate reasons

DIRECTORY INFORMATION

Ex
ce

pt
io

ns

Presenter
Presentation Notes
The term "directory information" is used for the portion of the education record that, if disclosed, would not generally be considered harmful or an invasion of privacy.  The Davis School District has designated the follow as directory information.name, address and, telephone number; date and place of birth; parent's email address; participation in officially recognized activities and sports; weight and height of members of athletic teams; date of attendance; degrees and awards received; most recent previous education agency or institution attended; and photograph.Directory information may be released at the discretion of school officials, without consent, for appropriate reasons.  Under the provisions of FERPA, parents must be notified annually of their right to withhold the release of any or all directory information.  Schools must honor a parent's request that their student's directory information not be released.  Appropriate reason for release does not include releasing directory information to a third-party provider through a Click-wrap agreement for an online education app.  This release must be done through an internal request through the district student data manager.



School 
official Ex

ce
pt

io
ns

Presenter
Presentation Notes
Education records may be disclosed to school officials who the District has determined to have legitimate educational interests, so long as reasonable methods are used to ensure that the school officials obtain access to only those education records in which they have legitimate educational interests.This includes when the disclosure is to a contractor, consultant, or other third party who will performing an educational product or service to the District.  District employees to no have authority to release education records outside the school district to a third party vendor.  Employees much go through the District student data manager prior to releasing any students personally identifiable information. 



Other schools 
court orders or subpoenas
Cases of health and safety emergencies
Juvenile justice system
state agency
Immigration and Naturalization Service
U.S. Attorney general (exparte) 

Ex
ce

pt
io

ns

Presenter
Presentation Notes
Other schools that have requested the records in which the student seeks to enroll;Individuals who have obtained court orders or subpoenas;Individuals who have obtained court orders or subpoenas;Individuals who need to know in cases of health and safety emergencies;Official in the juvenile justice system;State agency that is legally responsible for the care and protection of the student;The Immigration and Naturalization Service for foreign students attending school under a visa;Or the Attorney General of the U.S. response to an exparte order in connection with the investigation or  prosecution of terrorism crimes. (Exparte order means an order granted without notice to other party)�If records are to be released under any of these exceptions, other than to a school official or a school to which a student is transferring, employees shall work through their administrator or the District’s legal office prior to releasing any personally identifiable information from the student record.



Ex
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io

ns

Research
Government Agencies

May be shared under terms of 
written agreement

Presenter
Presentation Notes
Can only be shared under the terms of a written agreement approved by the Director of Assessment - student PII  may be released to an organization conducting studies for, or on behalf of the District or a postsecondary institution; or representatives of the Secretary of Education or State or local education authorities to conduct an audit evaluations, or enforce compliance of Federal- or State- Supported education program.



Document Release
Except when release is to a:
 parent
 school official
 party with written consent from parent
 party seeking directory information

Presenter
Presentation Notes
Generally, a school must maintain a record of each request for access to and each disclosure of personally identifiable information from the education records of each student. However, a school need not maintain any information about the requests for access to or disclosures of personally identifiable information from education records to the following individuals or organizations:the parents of the student:a school official with a legitimate educational interest;a party who has written consent from the parent; ora party seeking directory information.When a record of the disclosure is required, the record must note at a minimum; (1) the parties who have requested or received personally identifiable information from the education records; and (2) the legitimate interest the parties had in requesting or obtaining the information. Documentation should remain with the education record as long as the record is maintained.
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